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Overview

CAREweb Internal Audit Module allows for the efficient implementation of a Risk-based audit methodology
using the organization’s risk data. Auditors can easily plan, schedule, execute audits, report audit findings, and
monitor auditor’s productivity using this user-friendly Module. They can also assign audit tests to team members,
monitor the progress of audit engagements and issue draft audit reports, in MS word format, electronically!

The Module facilitates monitoring the status of remedial actions and allows the auditor to conduct what-if
scenarios to study the effect of implementing alternative remedial actions on the organization’s risk profiles. In
addition, the Module also allows for uploading the working papers and the auditor has the option to either keep
them private or share them with a specific group of users and share the findings with business units to obtain
his/her reply/feedback through the system.

This Module is designed to provide the Internal Auditor with a framework to hold all the data needed to plan,
manage and report the internal audit results. This framework will already be populated with the most up to date
risk and control data relating to the audit portfolio.

Moreover, the newly introduced internal audit dashboard allows internal auditors to monitor the status of assigned
audits, tests, findings/recurring findings and the status of Internal Audit remedial actions

The Module is split into the following logical functions:
e Dashboard

e Planning;

e Scheduling;

e Execution (Testing);

e Reporting.

Planning

The Annual Internal Audit Planning function is used to:

1. Define the available resources/Team members and the available mandays in according to annual working
days, annual vacations and official holidays in order to calculate the actual available mandays.
2. Decide which entities are to be covered (i.e. business units, processes or products) while taking into
consideration the duration of the audit cycle, historical data, and available mandays.
3. Evaluate the level of riskiness for each entity. Several elements are taken into consideration and the weights
assigned to each element can be amended in accordance with the Internal Audit Policy.
4. Determine the number of mandays required to complete the audit of each entity.

At the conclusion of the Planning process, users will have a list of audits that need to be performed and the
specific number of mandays required to perform each audit and compare it with the internal audit resources
mandays.
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- Scheduling | Execution My Test(s) Reports Main Menu .

0% Q O @k e oo

User: Admin

SUEE WM Control Env Scoring  Risk Evaluation & Print #] Export

i ——

|| Quick Search ‘

Entity “Traditional™ Audit Work Additional Entity Mandays Corporate Risk Mandays Total Mandays
Asset Management - public fund (Activities) 20 6 21 47
1.Asset Management - private fund 33 4 6 43
EBC - Cards Functions (Blank Matrix) 20 3 1 24
EBC - Cards Functions (Pre Testing) 23 5 16 49
Asset Management - Real Estate Demo use 35 7 16 58
City Branch 4 4 2 10
1A Testing Entity - Before Audit 3 5 2 10
143 34 64 241

There have been some enhancements to the resources management functionality which user can track the status
of assigned tests and the productivity of each auditor. In addition, now the system automatically shows any
shortages or surpluses in the internal audit plan working days and the user now has the option to select SA or IA
gap when assessing the strength of the control environment for each unit.

;f;-j Internal Audit

Dashboard | . | Scheduling Execution My Test{s) lAlupnrlsi andil minumui
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User: Admin

Internal Audit Team  Internal Audit Portfolio  Control Env Scoring  Risk Evaluation JESTIEIENERENEN

Assigned Engagement Days  Vacations

Admin 255 30 14
Danish 25 & 14
Osama 255 8 14

MBI (s

INet Available Days
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233
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004
002
005

Head of A
TA Manager
IA Officer

Administrator
Internal Auditor
Internal Auditor

Admin
Danish

3 items in 1 page
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Scheduling

Once the decision has been made, as to which audits are to be conducted in the coming year, it is necessary to
schedule them; this is done in the "Scheduling" functionality of the Module.
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Audit tests are also assigned to the different members of the audit team and to the relevant Lead Auditors; for
them to review and approve the results.

Moreover, audit history function has been added to the scheduling screen which shows previous audit variables
and results which can be also represented graphically, and the user can view the previous results upon assigning
tests for the participating auditors

| @? Close @& Audit History Log

]
Admin '
Internal Audit Team: Danish
Osama L]
1A Gap %: 129 i
Actual Total days: 6
No of Controls: 28
No of Risks: 29
No. of Compliance Tests Conducted: 10
% of Working Controls: s !
No. Of Substantive Tests Conducted: 1
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Execution

Once audit fieldwork starts, each auditor can easily access his assigned tests from a dedicated screen; “My Test(s)”

screen.

There have been several enchantments to "My tests(s)" screen, which allows improved recording, reporting and

communication with business unit managers, and show the status of each test.

User: Admin

0@ QO @ awb auoon

Substantive Test(s) 7. Filer (S Print

Control No Subject Control Type  Event Status  Key Control Test Schedule Test Date Auditor Approved

Entity-Schedule: Asset Management - public fund (Activities) (06/Dec/18 - 14/Dec/18)

10 Review of counterparty prior to selection Preventative Untested v 05/Dec/2018 Admin i
20 Agresment with counterparties Preventative Untested v 06/Deg/2018 Admin i
30 Quarterly report by the Project monitor Preventative Untested v 06/Dec/2018 Admin s

E] E]E] E] Page Size 3itemsin 1 page

Through the Execution function of this Module, the Head of Internal Audit, or any of the authorised managers,
can easily monitor the status of each audit. Progress can be monitored at the level of each auditor or on the basis
of assigned tests, review test results, reject or approve the tests results, document feedback/comments for the
auditor, shate the finding with the business unit manager to obtain his/her reply, determine the recurting findings

and document the results of Recommendations follow-up.

Monitoring Progress - Assigned Tests
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User: Admin

Planning  Scheduling | =<' || MyTest(s) Reports Main Menu

[ Calendar view (7] Edit View <E Filter [F] Print

Scheduled Start Date Scheduled Completion Date Scheduled Report Date Actual Start Date Actual Completion Date Actual Report Date Lead Auditor Scheduled Total days Actual Total days
Entity: Asset Management - public fund (Activities)

06/Dec/2018 14/Dec/2018 16/Dec/2018
Entity: IA Testing Entity - After Audit

22/0ctf2018 08/Nov/2018 09/Nov/2018 07/Dec/2018 25/Dec/2018 01/1an/2018
Entity: IA Testing Entity - Before Audit

06/Dec/2018 06/Dec/2018 06/Dec/2018

@ Page Size

Status
~

~

v

Auditor 1 1] In Progress

3 items in 1 page

Monitoring Auditors Progress

0@ QO W anh wor

User: anas

Initials (User ID) User Full Name: User Role Test Pending Test Pending Approval

Administrator
Auditor 1 Auditor 1 Internal Auditor 4 0
Auditor 2 Auditor 2 Auditor 4
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Reporting

At the conclusion of fieldwork and upon completing the review of all tests by the Team Leader, the Reporting
function is used to generate a draft Internal Audit Report in MS word format electronically. The Module comes
with a formatted - in a particular "house style" - audit report; whatever style the user is using in business, the
Module can be modified to set up this style at the time of installation.

BHS 0= |ARPTG36796584717411599.doc [Compatibility Mode] - Word 7 E - 8 X
FILE HOME INSERT DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW Anas Dawah ~
o 1 E 1 2 3 4 5 5 7 8 Dy

Asset Management - Regional Equity

1.3 Internal Audit Opinion
1. Introduction and Executive Summary ~ SeitAsessment compiance tests:
The department conducted the required compliance tests and documented the
results on the system appropriately.

1.1 ion about Asset - Regional Equity Key Contrals: During the Risk Profiling exercise, 33 risks were identified; these

The major tasks handied by the Department Include: were mitigated, in whole or in part, by 22 contrals of which § viere considered to
be "key” controls.

Department’s Activities:
The following table shows the Internal Audit apinion of how well these key controls.
are deployed

Mahmoud Nassar is the Department Head. comrol

eowton | AW/ | Mostly | Sometimes | Mever | untested | ol

A Risk Profiling exercise was conducted in 01/1un/2018, during which financial vy
risk impact levels were determined; the following table shows the financial - 1 0 1 1 5
impact lavels [in SR): Controgg

PErCENE | 11w | ox | 1imw | 1w | ess
mpact From o e
Low T 100,000
= oo 0 RS part of the Risk Profilng exercise, an Appetite for Risk was determined at an
Medium i s individual risk level. This was valued at SR 1,000,000. At the conclusion of the Risk
High 1,000,001 30,000,000 Profiling exercise, 5 risks were identified that had the potential to exceed this
appetie figure and 16 recommendations were made for control improvements.
1.2 Scope These recommendations were scheduled for completion by Jul 31, 2015 and at the
The objective of the audit visit was to assess the effectiveness and proper time of our audit, 0 were implemented.

Geployment of Key controls within the Asset Management - Regional Equity Risk
Profile n relation to the department activity for the period from 01/0ct/2017t0  Assessment of the Control Environment:
30/5ep/2018, in addtion to:

A~ Assessing the accuracy of self-assessment compliance tests results conducted by | ‘Control Envir Gap | Risks i i Rating*
the Department Head. According o the ntermal | o 5

B - Conducting substantive tests on financial risks that can materially impact the audit's current visit

Gepartment’s objectives f.e.risks with high impact), regardless of their control Working Gapat the time | o 5

environment ta check whether they have occurred and determine the amount of the | of the Workshop

resulting losses ifany). Acceptable Gap % 2025

€~ Conduting substantive testing to determine whether the financial risks (With 2~ appand’ o contans the Evaluaon roliy

High impact and probabiliy) resulti inthe i

have occurred and determine the amount of losses (if any).

The report is generated in a draft format, so the auditor can make any required changes and save it back into the
Module.

In addition to the Internal audit reports generated from the system, the system has a dynamic dashboard and
reports tab to monitor and track internal audit activities
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User: Admin

Planning  Scheduilng  Execution | My Tes(s)  Reports  Main Mems
Remedial Actions-IA 3. Tests/Finding Status &1 ing Importance by Auditor

(01/01/2020-31/12/2020 ) (01/01/2020-31/12/2020 ) (01/01/2020-31/12/2020 )
v Reded, 2 1 pgoroved, 1
6 \ s
6 s ~ SentTog, 2
a
N - 1 — InPregress, 0
2 1 RepliaReceived. 0
0 o o
p —
pening, 9
Completed Closedt 6 g 10
Overtue Follom Up © Replespacened | senrToR © anproved
ot & Rejeced & pending € mnogress B very Low Low F-medum  Ferigh  Fe very High

ik Due:
Auditors Exceeding Planned Number of Days 37 Status of Assigned Tests 27 ‘Status of Assigned Audits by Team Leader 11

(01/01/2020-31/12/2020) (01/01/2020-31/12/2020 ) (01/01/2020-31/12/2020 )

|
{L

Adrin G 7 5 o o o Adrin
- Compieted Compliance Test Pending Compliance Test
oh Poteml el £~ Completed Subsrantve Test e Pending Substanive Tast Mo Completed  Compleres & Approved il Mot Startad
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